| stituto Nazionale di Fisica Nucleare — Sezione di PADOV A

/—) User Privileged Account Request Form
&F’N (root, administrator or similar)

I, the undersigned:

request a privileged account for the following computers :

Reasons for my request (please specify which kind of activity):

e |, the subscriber, am aware that the privileged password allows full access to computer
resources, bypassing the system protection given by the operating system to all users
(making it possible to violate the privacy of the users, their files and in particular
their e-mail) and allow full access to all storage and network devices.

¢ | commit myself not to install network or users activity monitoring programs and not to violate
the users privacy.

e | commit myself not to modify the computer access restrictions and not to install
networking services without permission of the Computing and Networking Service.

e | commit myself not to change the root and the administrator password or to immediately
communicate the new one to the Computing and Networking Service (the user
password is strictly personal, even for power users; however the Computing and Networking
Service must be able to access the computer with a privileged password).

e | commit myself to use the privileged password only for the time to perform operations
that requested the privileges.

e | commit myself not to use the privileged password to create new users (only the Computing
Service can do it after the proper application form has been filled up).

e | commit myself not to share the root or the administator password with anybody else
who didn't fill up the proper application form before.

e | commit myself to report incidents, suspect abuse or security violation to the Computing and
and Networking Service.
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